
This is a report from a file uploaded to our Sandbox. The data from our Sandbox has recently been updated to remove benign files and data, you 
will not see a list of all open ports or running processes, instead we are only listing those processes and files that are directly relevant to the binary 
(malware) that was uploaded on our website. We hope this make our reports easier to read and more useful to you.  

We welcome your comments and suggestions; please send them to the email address above.  

Report Contains Output Reference to file: sales.exe 
MD5 Hash: 093e72cbc78b46e977561c5874cfab4c 
SSDeep Hash: 12288:2Pqr7eKhHvZ3NSYqHMsD+vgp0pQe1lhJ:283vhN1qHMsD+Ip8QEz 
File Description: PE32 executable for MS Windows (GUI) Intel 80386 32-bit 

**** The following files are Malicious files associated with the sales.exe, Download at your own Risk **** 

l Apache.tar  
l CreatedFiles.tar  
l MBR.img  
l ModifiedFiles.tar  
l sandnet.pcap  

FTP Link: ftp://anonymous@68.15.186.23/093e72cbc78b46e977561c5874cfab4c/  
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VirusTotal link for: 093e72cbc78b46e977561c5874cfab4c  

Anti-Virus Tool Result 

McAfee+Artemis Spam-Mailbot.h.gen.a 

nProtect Worm/W32.Iksmas.454657 

CAT-QuickHeal I-Worm.Iksmas.rt 

McAfee Spam-Mailbot.h.gen.a 

TheHacker W32/Iksmas.rt 

K7AntiVirus Email-Worm.Win32.Iksmas 

VirusBuster Trojan.Waledac.Gen!Pac.7 

NOD32 Win32/Waledac.GL 

F-Prot W32/EmailWorm.OWQ 

a-squared Trojan.Win32.Waledac!IK 

Norman W32/Spambot.AEA 

Avast Win32:Nuwar-AW 

Kaspersky Email-Worm.Win32.Iksmas.rt 

BitDefender Trojan.Waledac.AQ 

Comodo TrojWare.Win32.Waledac.~D 

F-Secure Packed:W32/Waledac.gen!F 

DrWeb Trojan.Spambot.4331 

AntiVir TR/Waledac.443393.A 

McAfee-GW-Edition Heuristic.BehavesLike.Win32.Obfuscated.C 

Sophos Mal/WaledPak-D 

eTrust-Vet Win32/Waledac.FK 

Authentium W32/EmailWorm.OWQ 

Jiangmin I-Worm.Iksmas.dc 

Antiy-AVL Worm/Win32.Iksmas.gen 

Symantec Trojan Horse 

Microsoft Trojan:Win32/Waledac.gen!A 

ViRobot I-Worm.Win32.Iksmas.454657 

Prevx High Risk Worm 

GData Trojan.Waledac.AQ 

AhnLab-V3 Win32/Mail.worm.454657 

VBA32 Email-Worm.Win32.Iksmas.rt 

Sunbelt Trojan.Win32.Generic!BT 

Ikarus Trojan.Win32.Waledac 

Fortinet PossibleThreat 

AVG Pakes.BXC 

Panda W32/Waledac.O.worm 

Files created on the File System - Count: 75 

File Name: ~DFFE4A.tmp 

File Path: Documents and Settings/Administrator/Local Settings/Temp 

MD5 Hash: 9b108e3fc0e564b67fd09b107deaabca 

SSDeep Hash: 6:rl912N0xs+CFQXCB9Xh9Xh9XelElAj1rF5oFmi4LSahQ23PWX:rl3lKFQCb776Eipx5Om5osP2 

File Name: RestorePointSize 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20 

MD5 Hash: f7a5f13b324bff67ff11ee9f13a53872 

SSDeep Hash: 3:9lllln:Hllln 

File Name: change.log 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20 

MD5 Hash: 0f8dfeb4a17e697400f9ecb7c2385e6c 

SSDeep Hash: 24:1+xTv+3rQxnwClURXX0Xz/tweyVNNlfi2:1gv+3rQxwmVOVlfJ 

Back To Top
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Files created on the File System - Count: 75 Back To Top

File Name: rp.log 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20 

MD5 Hash: 4081cd3a04edcd5fe594b6f9defc3f04 

SSDeep Hash: 12:We1kOj9/9lH2w5EelQbldHlpAwvvRBRZBsXds:Wcxj9/Hx5EelQbLV75se 

File Name: ComDb.Dat 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: cdc4c8ee1c6cfebe3356c61fe84b4bbe 

SSDeep Hash: 384:tb6HId+wZ2RtpL0u2ADGGsRcpbKg1/FWlDV1SKV+BdQ+lf4wTmI0M0Y:56cZ2RtprKGecVfxFWlT9+BdQ+ywTmI7 

File Name: $WinMgmt.CFG 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository 

MD5 Hash: b24e7591c9efe60700d6afd6b678a4c7 

SSDeep Hash: 3:0lT:c 

File Name: INDEX.BTR 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: 1d74131fe12c6c15f9d85ee97615251d 

SSDeep Hash: 12288:C5B0Olkulb4nS8M3G7FDdVRmuaLqEdwjevQHeS8iV:s4Sm7baLe/ 

File Name: INDEX.MAP 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: 084445371268f0e2675265c54a9ac7e4 

SSDeep Hash: 12:LzsHQoPaK4tAYltzGPotJgRPl9T8jU0qT9tPdt8eQal/nDR:Ps3LYzmfPPqUZVSeQa1DR 

File Name: MAPPING.VER 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: f2dd0dedb2c260419ece4a9e03b2e828 

SSDeep Hash: 3:/ln:t 

File Name: MAPPING1.MAP 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: c43ddca253b2503c5b77a5df03a161fb 

SSDeep Hash: 384:8iUkjrhnk0ZDRDD8NXoG4zLxpffIbOMFqnFbgL:8ivjrhnk0RDuoG4zLjg5qnS 

File Name: MAPPING2.MAP 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: c43ddca253b2503c5b77a5df03a161fb 

SSDeep Hash: 384:8iUkjrhnk0ZDRDD8NXoG4zLxpffIbOMFqnFbgL:8ivjrhnk0RDuoG4zLjg5qnS 

File Name: OBJECTS.DATA 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: 684b1b9396fa4f19f04ce37d7786ad1f 

SSDeep Hash: 24576:k2sxq6qyCDPSG7djX+Y1GfN3yHIn45X9cbugICZZVnWq+WNr/x4ASmAT:qq6Zux5cI9cbBICXVWqtbuL 

File Name: OBJECTS.MAP 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot/Repository/FS 

MD5 Hash: b974d982d01f8f93596c77b548b7ddc5 

SSDeep Hash: 384:8iUkjrhnk0ZDRDD8NXoG4zLxpffIbOMFqnFbw:8ivjrhnk0RDuoG4zLjg5qnK 

File Name: _REGISTRY_MACHINE_SAM 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 6aa43c59be86f0e60b4549fbc45eadd6 

SSDeep Hash: 192:IuLA4jNeMMT360j3RL6+/5DbY/y8AAAAAAAAyG/cTk0vliuR05Bnpn:xHYMMKchL6+/R7EWi 

File Name: _REGISTRY_MACHINE_SECURITY 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: a97bed3cf26ba81faba870ba48526451 

SSDeep Hash: 768:WBYN54Ao6KKQdaivXHYGJuwMT08Zy5z14v:WeYju/R 

 

l Malware Analysis  
l Forensics  
l Intrusion Detection  
l Incident Response  
l (888) 256­7425  
l Sales@netscty.com  

NSI Page 3 / 54

http://www.netscty.com/


Files created on the File System - Count: 75 Back To Top

File Name: _REGISTRY_MACHINE_SOFTWARE 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 2abef657e28dbdbc9226a7204e53f084 

SSDeep Hash: 98304:TWoutOcGYHTLH5CUKadsDbaOQOgmvR7SkyZAhpurfZFHm/s5ZPgbfNlCTP0voGO7:6PsVmOQOgmv2ZAhcLHmk5FgbVP3o 

File Name: _REGISTRY_MACHINE_SYSTEM 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 9cac4221b2f54f51b94f2386b6af0ab5 

SSDeep Hash: 24576:iKq+Cq6QM1Sk93AuTdBuG9zCd8NGb4wy:ixHQeSk5AnnM 

File Name: _REGISTRY_USER_.DEFAULT 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 8a785abae2cfce09c6a6beb6a56b7ff2 

SSDeep Hash: 6144:27uhdQrMuCSazCZOEOkBurhBEnRiIbhrc:2ihHqahBJIbhrc 

File Name: _REGISTRY_USER_NTUSER_S-1-5-19 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: abc843c4e45ef23e0e81415644f97b9c 

SSDeep Hash: 6144:kk02t03OSYCmoaZ2EUOk1hVpmU01WBOET7:kb2wBVpmoBOET7 

File Name: _REGISTRY_USER_NTUSER_S-1-5-20 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 59918940e45934e2c9b86a0974f108c5 

SSDeep Hash: 6144:j0Uaqs3iSw6yg+5WEUq0QJgJWbmzL6OET7:jfaLcgJWc6OET7 

File Name: _REGISTRY_USER_NTUSER_S-1-5-21-448539723-2000478354-725345543-500 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 40233d192f40fe558789a6aa4645841e 

SSDeep Hash: 6144:lDXvPZYm2ylDFsPOETsX5rJsEkIFV0TshZSXgSK1XYUOrIjrtMUZNOkRe0qUZhd7:lbvPllyPOETsX5BksTVzMUZYkRe0 

File Name: _REGISTRY_USER_USRCLASS_S-1-5-19 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 33ae691b4ff77867613b2ef167d59c9a 

SSDeep Hash: 12:IimkjolfW+4z2B/fMWXH810nXOjQyd9cdS/efglXl/IrFwuMxbb+9:VjolR4z2Bc2H8yOjnrkN+XORIbb6 

File Name: _REGISTRY_USER_USRCLASS_S-1-5-20 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: c1a701d05140f7e130e729abd7ec3b7b 

SSDeep Hash: 12:IYdkjolfW+4zO/yw3iMf8Q810njOjQyd9cdxcfglXgAFwuMxbb+9:WjolR4zOKw3h8yOjnrkxc+XgYIbb6 

File Name: _REGISTRY_USER_USRCLASS_S-1-5-21-448539723-2000478354-725345543-500 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: a0e44370a2f36aa8160e385252d939c6 

SSDeep Hash: 384:qey72FeFfcoK/7prAERT5dGMU8G6f+zSt6e3g+B8rkNRP9zFIuiYy4LydzA/0KvL:lVeF3Kz/dGOEOD3HCHc8C/R8nR 

File Name: domain.txt 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E}/RP20/snapshot 

MD5 Hash: 4d036d8d930acea9c924c1fb04a1bc2d 

SSDeep Hash: 3:qlu0olkLVqlw:euR+0+ 

File Name: CollectedData_16.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 2bf822898ed3960783203dc78fd58bdb 

SSDeep Hash: 384:O3KtSY86DcDKw186EUQYZ86Kk8C8R8z8h6KHL+5bS86/B/I0M868zEwd2:UsWsHyy5Ba 

File Name: CollectedData_17.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 6644e6a776357133fd697e6d3a4e0a68 

SSDeep Hash: 384:O3qoy48Pjcj/QV8PkUV458PqBcCckczcUafnOec7y8PfBf9Us8Pcmk19d:Br25fPnZ0y 
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File Name: CollectedData_18.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: be6d1e8cb974dd8a3c8eadc119036adf 

SSDeep Hash: 24:QlLDsTehexw0T0weOD0+ziKOtVlShGBXIr4tK0IAaISEhkuQ0efw0e6J:yDmuagUo+Wjt3dTtKiaI0YI9 

File Name: CollectedData_20.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: c2270f783162cc59dc7aa965243d0b99 

SSDeep Hash: 192:OH4jkx9Oq+06uvL031WP3DTwnXnL+Kkz3IZbhg5JE1:O54Yc1 

File Name: CollectedData_22.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 69eb2c3f7d7c4b12b57c122198dec2de 

SSDeep Hash: 48:yDmuagUo+Wjm4caTmTeIS3YgUo+Wjm4coTmT0IShYI9:OHw4nCT/Shw4BCTpST 

File Name: CollectedData_24.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: a9467d8e57fedd61e3c6e5606d50393a 

SSDeep Hash: 192:OHabx9S2vgospjJ2qjEUgNPt6WKDRUBb34g6zxO/doP1HiDZl6q:Oa 

File Name: CollectedData_25.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 7c0d38a2cbd1cf7c785f315cb8471227 

SSDeep Hash: 48:yDmuagUo+Wj3tFTSAIUZiYgUo+Wj3ZT/I+Z5YI9:OH3FW1GAjE8L 

File Name: CollectedData_26.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 0ee81ae91f9e89a57d980700e309bd7c 

SSDeep Hash: 24:QlLDsTehexw0T0weOD0+ziKOVOfG0cFXIr4VOfInXxOs6AFXj6ta8uQ0efw0e6J:yDmuagUo+WjVTFTVnnXxJ6AR6ta8YI9 

File Name: CollectedData_27.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 911a91d94b8a7099f07a341427c3a96a 

SSDeep Hash: 48:yDmuagUo+WjVTFTVnnXxJ6AR6VtZnyYI9:OHjFRBgBM 

File Name: CollectedData_28.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: bbfc1e7fbfcbc07172b2061a2252dc1d 

SSDeep Hash: 24:QlLDsTehexw0T0weOD0+ziKOVOFvYlShiwFv1ZXIr4VOFv7SMwFv1MvN/RR2uQ0G:yDmuagUo+WjV/PSTVODLvNZsYI9 

File Name: CollectedData_30.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 151bffa5ef067b9c70af8eb26e676441 

SSDeep Hash: 384:OvA6iI8xAzLnn1n+h6AchzhWdmhWDBA/xAt:WA3dAvPAPtBA/xAt 

File Name: CollectedData_32.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 5700d32474b264ad7242715179839d12 

SSDeep Hash: 48:yDmuagUo+Wj/YGx470/TAqGRI8Gx47j7RoYI9:OHNYm4GrB8m4rR+ 

File Name: CollectedData_34.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 2c6077e0db34c7eca5b1e8ebbad90c5f 

SSDeep Hash: 384:OJuzgKNoa/urHaERXa7mMB5ET21o4FQlodOjr2O7dQpkCPkRchCng99pJQBEg9Lx:kevH5pyUbfn6ponT0qBJK4biQrN2eHc 

File Name: CollectedData_35.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 0c7ad4f9efd6a25c843793880c196a84 

SSDeep Hash: 192:OHpIjZdO0djIaZR0DpIj3FdO9djIa3FR9DpIj3FdOVdjIa3FRVDpIjMdO0djIaMF:OJIIasbbaUbT/3Y4mWQwreB8l4VgzK 
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File Name: CollectedData_36.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 90a7053fd903d335203c0e7a4f1e7aee 

SSDeep Hash: 384:Oi6aTGk3a4lnfc8dfUY4H4md04xxIkJtc5QkGliVu:JlPdeYmd04xxIko55KJ 

File Name: CollectedData_37.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 731dd274804a5c675b90c36b41b4ad46 

SSDeep Hash: 192:OHt0mKbDtbTcVWUo+Gh+ZJ9ASVlJYX+fHjVPi12W52W52zqQLjNvUhrU5YF7sTWH:O8FUz2Y4uW5gkGlyVL 

File Name: CollectedData_38.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 9a935b6660328bbb404be505db9d3e65 

SSDeep Hash: 384:OqDIjk4CUfUrE/o1axSC2pjdGnBGlJExhi/eh:ZIjk4CUfUrE/o1axSC2pjdGt 

File Name: CollectedData_39.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 4e095f2508cd9210268e04e58e956c23 

SSDeep Hash: 48:yDmuagUo+WjdcTqAIjZCZiYgUo+Wjd5TjI8ZbZiYI9:OHXcad4AX5w+l8 

File Name: CollectedData_40.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 7ed8e36586244e3a9daa7766b178792c 

SSDeep Hash: 24:QlLDsTehexw0T0weOD0+zCKOT0bXIr47AMf2uQ0efw0e6J:yDmuagUo+2jiT7AMf2YI9 

File Name: CollectedData_41.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: c2a9d6bc430f0081505644c3c2363f8b 

SSDeep Hash: 24:QlLDsTehexw0T0weOD0+zCKOT0bXIr47AMf2ZCj+uQ0efw0e6J:yDmuagUo+2jiT7AMf2Z5YI9 

File Name: CollectedData_42.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 1274da0d46ef0be06106a0563129ca26 

SSDeep Hash: 768:NaJ5wDT12+GV1gTRaGRwsrGqUaQhwKbGsp:I 

File Name: CollectedData_43.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 2dd96326ffe004af67b9ba475626fef0 

SSDeep Hash: 192:OHl650Rezl670Lehl6t09enlfpZl768E/YlvYtlS7cloVOl2Hgl7U5lzTklM+rlo:O4aokwC+GUt 

File Name: CollectedData_44.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 9d10506a630554bb541e37ac00b0205e 

SSDeep Hash: 192:OHQL482SmYhrL44SnPtL4qShJqL4RSoylZPMU4lTuCM2nlFL4nSuywl2L4QSuPH7:O1ziktUdko 

File Name: CollectedData_45.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 1e15dfc9d14d5c2752a3f16e76d0087e 

SSDeep Hash: 192:OHQL482SmYRrL44SnvtL4qShZqL4RSo6lZPMU4lTuCM2nlFL4nSuyol2L4QSuPHj:OFzqkNUdkQ 

File Name: SonndMan.exe 

File Path: WINDOWS 

MD5 Hash: d86b05df745eb9c1436eaaae01ad61a0 

SSDeep Hash: 768:UsPrXQqQCNASYbpsYdURWQER41hUoqgJbLSlCQiZ7usXy7zr53buZQbO:bDXQwdyPdURxu41Coqgsl1C7u7zr53b4 

File Name: Accessibility.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Accessibility/6d85f2815aaed54fa00eba17c6f94396 

MD5 Hash: cc5c96d00414bc2e53863c671700b6df 

SSDeep Hash: 384:aajuTuuJkVOMLKE8UxOVO2Qnzl2QnzTNNUUkJI914WIumW:aajQuGkNuE8ZOXuUt91L 
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File Name: AspNetMMCExt.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/AspNetMMCExt/7e52371617a33a4ba8c3a943a4c68bd9 

MD5 Hash: 6e1a90353833c8f5affa3129254d13e0 

SSDeep Hash: 6144:Zoda/X+l3UHQXianNMtzCDo8Joh7NW8XH+RdArl7b6oujOC7yJtj+SvENhRXG:o3MQXianGz3cmge5E 

File Name: CustomMarshalers.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/CustomMarshalers/532ed60a3d8ef742a26b0b7854f938af 

MD5 Hash: 7fdd6aa3a81489617c39ef9b5c4cfeb1 

SSDeep Hash: 3072:0nu1uEepZIZsYpgH04n5WP6vA92fPePqXRnz1aadJ43D8mXW:2aNepZY4nISvawPWqBnzfJ8D 

File Name: Microsoft.Build.Engine.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Microsoft.Build.Eng#/7f820d2602777d4db7816b294199e0ee 

MD5 Hash: cca559ccc858cbae756cd25e50ddbdf9 

SSDeep Hash: 24576:m8fGF2sxJEJ1EzMJEJxOJaJeJJJJJJGJJWJOQJJJd6MG16xJJrftIJwyJJwXgJUO:d0Y36sj 

File Name: Microsoft.Build.Framework.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Microsoft.Build.Fra#/25dbc9548a48c54a95dde09e6f27bd1b 

MD5 Hash: f3d32da32b911ff9422d8f19d2c37c26 

SSDeep Hash: 1536:gO9A38fJ3RJJ8UHJJJJJ1JJJJJ1JJCBJGamOejIXIQtM+R6a6G3TU/oYJMhTHTDG:gOC38fJ3RJJ8UHJJJJJ1JJJJJ1JJCBJ0 

File Name: Microsoft.Build.Tasks.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Microsoft.Build.Tas#/3f4ede794adf0b429828db2916570433 

MD5 Hash: 5724708dc01cac8878aa876f659829ca 

SSDeep Hash: 24576:esaFe41ol3QTlzJJJJJIJK1Jr9bJJJJJAEG/IJJEJJlJJJJWJJJGJJJJyJJf7SJV:evyl3UivPBj1B4pPHqhIFT 

File Name: Microsoft.Build.Utilities.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Microsoft.Build.Uti#/202cb67c7a08a043a83c9523211d0194 

MD5 Hash: 9a8a9e4e68e9e4bcebd1bf358f9d021e 

SSDeep Hash: 3072:4IVNMvSVTR5js+LmuJb0JT6eeExm0xpR3eL8TJZ9Mb0pcMuHlZ0gP2OJim:fVN+StTFJJYJu1EBOIVLhp6HlZ0gpi 

File Name: Microsoft.VisualBasic.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/Microsoft.VisualBas#/1333403cfeb40c43ad82df3ce2e8aaac 

MD5 Hash: 506dfa4660c961446e1828c79dda0553 

SSDeep Hash: 24576:AjUUMzNiMHF8SHJHRB5oJJnJvZJFbVxvvya3fdA4fvZJBOpMiYPm63ccJP5:AjUUMBH2C3gxvvya3fSCJBmMiYPmNc 

File Name: System.Configuration.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Configuration/1149a37adaa81249aed33c95fd0d8f0a 

MD5 Hash: 78a7b3d4790e742a9c58fd94aaffc86c 

SSDeep Hash: 24576:63J7ollak0GUYG1EAyrhMrJc5oVJMJdOJhJJJJuEJTt9JJ1JJ0JHXuuiauu0JFOv:6alak0G1M06o+A 

File Name: System.Deployment.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Deployment/f938c7ea3dae6c4db4875f2b849b31e1 

MD5 Hash: d1b65faf7cba52587ca599b3da2a0ed6 

SSDeep Hash: 24576:HxABwPKbJJ76qDpzJJJJJIJK1JrO1C0JDJsJ9ZDJJJJJbJZaxXJKsl0WJJJKjJtB:2JAIjefxD 

File Name: System.DirectoryServices.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.DirectorySer#/1776e8ea619b39458c90e80a5f72c148 

MD5 Hash: 7f39b94cf5f47a5d93be75dfa309f6f6 

SSDeep Hash: 24576:RPHUe37BGFw/ZJJmqJJwJJuJJ90uJJJKnFpke8g1nm72fCFN2nS7+kD3:RPHU2BGjm/Nl+k 

File Name: System.DirectoryServices.Protocols.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.DirectorySer#/cc1227708901774aad9e8ced8a909138 

MD5 Hash: 37039e6f460b990ccfbe871c314a0730 

SSDeep Hash: 6144:3NA+KxCcq9Um4RD3OloJJJJJkqb82PDgvsfe/plJMkjEHrObl+R+49EdUPML/vjZ:3C3IoJJJJJk682PDgvqMLXjmB3p0hZ 

File Name: System.EnterpriseServices.Wrapper.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.EnterpriseSe#/014b742986d60a4e87bd44d24bd4ff0f 

MD5 Hash: 7c1cae3ca04bd98af64e28e64c535cc5 

SSDeep Hash: 6144:awJlMWwAl0itVTWbJD/+QtyRL8ffiZJzi+7X:MWR0CWbJD/+QW7gYX 
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File Name: System.EnterpriseServices.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.EnterpriseSe#/014b742986d60a4e87bd44d24bd4ff0f 

MD5 Hash: 11ffe04d719a8eb68ce2270d993dc0c2 

SSDeep Hash: 12288:xTgXcCQOJH7JJPmJvYJJQJJJ3KJcJTGJJJJJJZJJJt25BQ0v0os3heKgMMTltYtW:wcCtJH7JJPmJQJJQJJJ3KJcJTGJJJJJ0 

File Name: System.Security.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Security/1376a75e3b8a284a93fc613b644b0c66 

MD5 Hash: 5458ff54b012f068b2128a4733d4752c 

SSDeep Hash: 12288:wjUhS1OMgA7rzJJJiJYJbrD4bAKp5JohJfJJJ/JJAmJJJ7g6D6Uf91sd:wgmgAvzJJJiJYJbrD4bAKp5JohJfJJJO 

File Name: System.Transactions.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Transactions/997444903ba3344b974c58fa2e29a024 

MD5 Hash: def19953bc0e54918057d81de19dae80 

SSDeep Hash: 12288:OAgfRYHEXHhouH44I7JGJALJJrvQ+R4yyhrua+oiD:ORJNHr44I7JGJALJJrv/R4yyhJJiD 

File Name: System.Web.Mobile.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Web.Mobile/8d64545543a0d545868afb5e0d72b1e8 

MD5 Hash: 5e8e46584a0c7c177b873462f9d8917e 

SSDeep Hash: 24576:cJhtZJlO5WM2RfxNwZLcJPkU5f+F/PEgbnv2YJiJJ0JEJwJJRJJD/CwJJJJmdFu4:cJPZvqCLGEgbnJo1QbB7AenyFnvXnSh 

File Name: System.Web.RegularExpressions.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Web.RegularE#/1b95e2930a072845923f7ba88fddf3ad 

MD5 Hash: 1e65bb09bdbe75743e2a1e4f7665d454 

SSDeep Hash: 6144:9OqvaAPDZRO/5QrXbZjqdar9ksZlVKkXo2vewHG+0FBhPnKeD:J5PDZRO/5QrXbZjqdar9ksZlVKkXo2vW 

File Name: System.Web.Services.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Web.Services/e2c7fd564ac96a419159c5f38a7d8b68 

MD5 Hash: 29279964e09637c3ae9808c71402a364 

SSDeep Hash: 49152:nP0wr2999999999T9blXAhStEBRLLwju6f7H11Njfu:Vr2999999999TabRPwH1 

File Name: System.Web.ni.dll 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/System.Web/674ae99f4d2a8a479445310637a932ef 

MD5 Hash: b4266649028e80ebe07f32f62e99dd19 

SSDeep Hash: 98304:TGemxgMjwAM+2Fj11Cmhs6oBm/KOLaeYK3utF06b0p:TbPFj11JNK+Y+ 

File Name: dfsvc.ni.exe 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32/dfsvc/781c76f2828ea64b961936cdc191bd64 

MD5 Hash: dc1d906e2ccbb2c7a9231b5f7f9e0c1c 

SSDeep Hash: 192:o7eg9xNyrsasEHL2CkoxBgWfoNmX16W/:EegHNpOL2iOWf4mX16W 

File Name: index1b.dat 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32 

MD5 Hash: d41d8cd98f00b204e9800998ecf8427e 

SSDeep Hash: 3:: 

File Name: index1c.dat 

File Path: WINDOWS/assembly/NativeImages_v2.0.50727_32 

MD5 Hash: d41d8cd98f00b204e9800998ecf8427e 

SSDeep Hash: 3:: 

File Name: inertno.exe 

File Path: WINDOWS/system32 

MD5 Hash: 969272b7c38b069410fb410a2827c3fb 

SSDeep Hash: 96:/lxn1tDa7FXzLIXpSeaX2UHLe8dTbDSjsr04nENWg:/TfwFX45SeaXrreobDhr04nY 

File Name: ttjj24.ini 

File Path: WINDOWS/system32 

MD5 Hash: 10400c6faf166902b52fb97042f1e0eb 

SSDeep Hash: 3:in:in 

 

l Malware Analysis  
l Forensics  
l Intrusion Detection  
l Incident Response  
l (888) 256­7425  
l Sales@netscty.com  

NSI Page 8 / 54

http://www.netscty.com/


Created Files Verified as Malicious - Count: 2 

This output is generated from hashes corresponding with the files created on the operating system, being submitted to the website 
http://www.team-cymru.org for analysis, as to whether they are known bad binaries.

Md5 Hash Date Submitted to Cymru.org Detection %(Likelihood file is malicious) 

969272b7c38b069410fb410a2827c3fb 1283196850 68 

d86b05df745eb9c1436eaaae01ad61a0 1265256367 62 

Back To Top

Files which were modified on the File System with the corresponding MD5SUM and Path - Count: 18 

File Name: jusched.log 

File Path: Documents and Settings/Administrator/Local Settings/Temp 

MD5 Hash: ba8cf82cff154235505f3136f9ac074c 

File Name: NTUSER.DAT 

File Path: Documents and Settings/Administrator 

MD5 Hash: b617206da002d901ec4e1094168cf6b1 

File Name: NTUSER.DAT 

File Path: Documents and Settings/LocalService 

MD5 Hash: abc843c4e45ef23e0e81415644f97b9c 

File Name: NTUSER.DAT 

File Path: Documents and Settings/NetworkService 

MD5 Hash: 59918940e45934e2c9b86a0974f108c5 

File Name: drivetable.txt 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E} 

MD5 Hash: 1ddd0136a679936417a33f6b451cfe2f 

File Name: fifo.log 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E} 

MD5 Hash: 494661741d8742c823350db9f1a1b2d1 

File Name: _filelst.cfg 

File Path: System Volume Information/_restore{307E7B41-0455-430D-B7AD-0176BCF9FE0E} 

MD5 Hash: 00c8ff929e6599bdc293c65ffab77439 

File Name: history_db.xml 

File Path: WINDOWS/PCHealth/HelpCtr/DataColl 

MD5 Hash: 1d50763d277e28c7a3f1bab5898827b7 

File Name: Layout.ini 

File Path: WINDOWS/Prefetch 

MD5 Hash: cbe9cd3bf183d230de5714ff49835e2a 

File Name: AppEvent.Evt 

File Path: WINDOWS/system32/config 

MD5 Hash: 7220f1c01da1110a1b7a8990af7fd80a 

File Name: default 

File Path: WINDOWS/system32/config 

MD5 Hash: 86fa90b50915351792f8d299e0066599 

 

l Malware Analysis  
l Forensics  
l Intrusion Detection  
l Incident Response  
l (888) 256­7425  
l Sales@netscty.com  

NSI Page 9 / 54

http://www.netscty.com/


Files which were modified on the File System with the corresponding MD5SUM and Path - Count: 18 

File Name: SAM 

File Path: WINDOWS/system32/config 

MD5 Hash: 12ff9cc94206392c849fb89876bc676f 

File Name: SECURITY 

File Path: WINDOWS/system32/config 

MD5 Hash: 13452b668aaef5c72730c938a67df31a 

File Name: software 

File Path: WINDOWS/system32/config 

MD5 Hash: 9095997fa91cec1f65a9a66e11a68a54 

File Name: SysEvent.Evt 

File Path: WINDOWS/system32/config 

MD5 Hash: 0d4328c531c3ed8918b5410dde1d6b7f 

File Name: system 

File Path: WINDOWS/system32/config 

MD5 Hash: 38923fa5056b21d9e48454a9dfc90bff 

File Name: Preferred 

File Path: WINDOWS/system32/Microsoft/Protect/S-1-5-18/User 

MD5 Hash: 632edc87de7ab70a7c7f44d7a9830f06 

File Name: ngen_service.log 

File Path: WINDOWS/Microsoft.NET/Framework/v2.0.50727 

MD5 Hash: 3af710ce9ab3e13fd4a52b568a95329b 

Malicious DNS Queries, HTTP Traffic, and GET Commands, etc. - Count: 2156 

Data 

114.48.75.138114.48.75.138 

114.48.75.138124.125.200.215 

114.48.75.138124.173.211.167 

114.48.75.138149.149.162.34 

114.48.75.138193.200.95.69 

114.48.75.138211.135.92.117 

114.48.75.138216.63.104.50 

114.48.75.13824.144.29.149 

114.48.75.13824.211.77.19 

114.48.75.13824.79.99.232 

114.48.75.13841.249.33.213 

114.48.75.13860.35.214.132 

114.48.75.13861.0.133.7 

114.48.75.13864.95.58.153 

114.48.75.13867.188.180.68 

114.48.75.13876.210.63.46 

114.48.75.13881.104.221.110 

114.48.75.13881.105.34.234 

114.48.75.13882.237.12.170 

114.48.75.13882.36.169.65 

114.48.75.13884.73.28.203 

114.48.75.13886.56.70.25 

114.48.75.13887.9.141.78 

Back To Top
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Malicious DNS Queries, HTTP Traffic, and GET Commands, etc. - Count: 2156 Back To Top

114.48.75.13888.166.244.240 

114.48.75.13889.133.156.162 

124.125.200.215114.48.75.138 

124.125.200.215124.125.200.215 

124.125.200.215124.173.211.167 

124.125.200.215149.149.162.34 

124.125.200.215193.200.95.69 

124.125.200.215211.135.92.117 

124.125.200.215216.63.104.50 

124.125.200.21524.144.29.149 

124.125.200.21524.211.77.19 

124.125.200.21524.79.99.232 

124.125.200.21541.249.33.213 

124.125.200.21561.0.133.7 

124.125.200.21564.95.58.153 

124.125.200.21567.188.180.68 

124.125.200.21576.210.63.46 

124.125.200.21581.104.221.110 

124.125.200.21581.105.34.234 

124.125.200.21584.73.28.203 

124.125.200.21586.56.70.25 

124.125.200.21587.9.141.78 

124.173.211.167114.48.75.138 

124.173.211.167124.125.200.215 

124.173.211.167124.173.211.167 

124.173.211.167149.149.162.34 

124.173.211.167193.200.95.69 

124.173.211.167211.135.92.117 

124.173.211.167216.63.104.50 

124.173.211.16724.144.29.149 

124.173.211.16724.211.77.19 

124.173.211.16724.79.99.232 

124.173.211.16741.249.33.213 

124.173.211.16760.35.214.132 

124.173.211.16761.0.133.7 

124.173.211.16764.95.58.153 

124.173.211.16767.188.180.68 

124.173.211.16776.210.63.46 

124.173.211.16781.104.221.110 

124.173.211.16781.105.34.234 

124.173.211.16782.237.12.170 

124.173.211.16782.36.169.65 

124.173.211.16784.73.28.203 

124.173.211.16786.56.70.25 

124.173.211.16787.9.141.78 

124.173.211.16788.166.244.240 

124.173.211.16789.133.156.162 

149.149.162.34114.48.75.138 

149.149.162.34124.125.200.215 

149.149.162.34124.173.211.167 

149.149.162.34149.149.162.34 

149.149.162.34193.200.95.69 

149.149.162.34211.135.92.117 

149.149.162.34216.63.104.50 

149.149.162.3424.144.29.149 

149.149.162.3424.211.77.19 

149.149.162.3424.79.99.232 
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Malicious DNS Queries, HTTP Traffic, and GET Commands, etc. - Count: 2156 Back To Top

149.149.162.3441.249.33.213 

149.149.162.3460.35.214.132 

149.149.162.3461.0.133.7 

149.149.162.3464.95.58.153 

149.149.162.3467.188.180.68 

149.149.162.3476.210.63.46 

149.149.162.3481.104.221.110 

149.149.162.3481.105.34.234 

149.149.162.3482.237.12.170 

149.149.162.3482.36.169.65 

149.149.162.3484.73.28.203 

149.149.162.3486.56.70.25 

149.149.162.3487.9.141.78 

149.149.162.3488.166.244.240 

149.149.162.3489.133.156.162 

193.200.95.69114.48.75.138 

193.200.95.69124.125.200.215 

193.200.95.69124.173.211.167 

193.200.95.69149.149.162.34 

193.200.95.69193.200.95.69 

193.200.95.69211.135.92.117 

193.200.95.69216.63.104.50 

193.200.95.6924.144.29.149 

193.200.95.6924.211.77.19 

193.200.95.6924.79.99.232 

193.200.95.6941.249.33.213 

193.200.95.6960.35.214.132 

193.200.95.6961.0.133.7 

193.200.95.6964.95.58.153 

193.200.95.6967.188.180.68 

193.200.95.6976.210.63.46 

193.200.95.6981.104.221.110 

193.200.95.6981.105.34.234 

193.200.95.6982.237.12.170 

193.200.95.6982.36.169.65 

193.200.95.6984.73.28.203 

193.200.95.6986.56.70.25 

193.200.95.6987.9.141.78 

193.200.95.6988.166.244.240 

193.200.95.6989.133.156.162 

211.135.92.117114.48.75.138 

211.135.92.117124.125.200.215 

211.135.92.117124.173.211.167 

211.135.92.117149.149.162.34 

211.135.92.117193.200.95.69 

211.135.92.117211.135.92.117 

211.135.92.117216.63.104.50 

211.135.92.11724.144.29.149 

211.135.92.11724.211.77.19 

211.135.92.11724.79.99.232 

211.135.92.11741.249.33.213 

211.135.92.11760.35.214.132 

211.135.92.11761.0.133.7 

211.135.92.11764.95.58.153 

211.135.92.11767.188.180.68 

211.135.92.11776.210.63.46 

211.135.92.11781.104.221.110 
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211.135.92.11781.105.34.234 

211.135.92.11782.237.12.170 

211.135.92.11782.36.169.65 

211.135.92.11784.73.28.203 

211.135.92.11786.56.70.25 

211.135.92.11787.9.141.78 

211.135.92.11788.166.244.240 

211.135.92.11789.133.156.162 

216.63.104.50114.48.75.138 

216.63.104.50124.125.200.215 

216.63.104.50124.173.211.167 

216.63.104.50149.149.162.34 

216.63.104.50193.200.95.69 

216.63.104.50211.135.92.117 

216.63.104.50216.63.104.50 

216.63.104.5024.144.29.149 

216.63.104.5024.211.77.19 

216.63.104.5024.79.99.232 

216.63.104.5041.249.33.213 

216.63.104.5060.35.214.132 

216.63.104.5061.0.133.7 

216.63.104.5064.95.58.153 

216.63.104.5067.188.180.68 

216.63.104.5076.210.63.46 

216.63.104.5081.104.221.110 

216.63.104.5081.105.34.234 

216.63.104.5082.237.12.170 

216.63.104.5082.36.169.65 

216.63.104.5084.73.28.203 

216.63.104.5086.56.70.25 

216.63.104.5087.9.141.78 

216.63.104.5088.166.244.240 

216.63.104.5089.133.156.162 

24.144.28.11087.9.141.78 

24.144.29.149114.48.75.138 

24.144.29.149124.125.200.215 

24.144.29.149124.173.211.167 

24.144.29.149149.149.162.34 

24.144.29.149193.200.95.69 

24.144.29.149211.135.92.117 

24.144.29.149216.63.104.50 

24.144.29.14924.144.29.149 

24.144.29.14924.211.77.19 

24.144.29.14924.79.99.232 

24.144.29.14941.249.33.213 

24.144.29.14961.0.133.7 

24.144.29.14964.95.58.153 

24.144.29.14967.188.180.68 

24.144.29.14976.210.63.46 

24.144.29.14981.104.221.110 

24.144.29.14981.105.34.234 

24.144.29.14984.73.28.203 

24.144.29.14986.56.70.25 

24.144.29.14987.9.141.78 

24.144.29.14989.133.156.162 

24.211.77.19114.48.75.138 

24.211.77.19124.125.200.215 
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24.211.77.19124.173.211.167 

24.211.77.19149.149.162.34 

24.211.77.19193.200.95.69 

24.211.77.19211.135.92.117 

24.211.77.19216.63.104.50 

24.211.77.1924.144.29.149 

24.211.77.1924.211.77.19 

24.211.77.1924.79.99.232 

24.211.77.1941.249.33.213 

24.211.77.1960.35.214.132 

24.211.77.1961.0.133.7 

24.211.77.1964.95.58.153 

24.211.77.1967.188.180.68 

24.211.77.1976.210.63.46 

24.211.77.1981.104.221.110 

24.211.77.1981.105.34.234 

24.211.77.1982.237.12.170 

24.211.77.1984.73.28.203 

24.211.77.1986.56.70.25 

24.211.77.1987.9.141.78 

24.211.77.1988.166.244.240 

24.211.77.1989.133.156.162 

24.79.99.232114.48.75.138 

24.79.99.232124.125.200.215 

24.79.99.232124.173.211.167 

24.79.99.232149.149.162.34 

24.79.99.232193.200.95.69 

24.79.99.232211.135.92.117 

24.79.99.232216.63.104.50 

24.79.99.23224.144.29.149 

24.79.99.23224.211.77.19 

24.79.99.23224.79.99.232 

24.79.99.23241.249.33.213 

24.79.99.23260.35.214.132 

24.79.99.23261.0.133.7 

24.79.99.23264.95.58.153 

24.79.99.23267.188.180.68 

24.79.99.23276.210.63.46 

24.79.99.23281.104.221.110 

24.79.99.23281.105.34.234 

24.79.99.23282.237.12.170 

24.79.99.23282.36.169.65 

24.79.99.23284.73.28.203 

24.79.99.23286.56.70.25 

24.79.99.23287.9.141.78 

24.79.99.23288.166.244.240 

24.79.99.23289.133.156.162 

41.249.33.213114.48.75.138 

41.249.33.213124.125.200.215 

41.249.33.213124.173.211.167 

41.249.33.213149.149.162.34 

41.249.33.213193.200.95.69 

41.249.33.213211.135.92.117 

41.249.33.213216.63.104.50 

41.249.33.21324.144.29.149 

41.249.33.21324.211.77.19 

41.249.33.21324.79.99.232 
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41.249.33.21341.249.33.213 

41.249.33.21360.35.214.132 

41.249.33.21361.0.133.7 

41.249.33.21364.95.58.153 

41.249.33.21367.188.180.68 

41.249.33.21376.210.63.46 

41.249.33.21381.104.221.110 

41.249.33.21381.105.34.234 

41.249.33.21382.237.12.170 

41.249.33.21382.36.169.65 

41.249.33.21384.73.28.203 

41.249.33.21386.56.70.25 

41.249.33.21387.9.141.78 

41.249.33.21388.166.244.240 

41.249.33.21389.133.156.162 

60.35.214.132114.48.75.138 

60.35.214.132124.173.211.167 

60.35.214.132149.149.162.34 

60.35.214.132193.200.95.69 

60.35.214.132211.135.92.117 

60.35.214.132216.63.104.50 

60.35.214.13224.211.77.19 

60.35.214.13224.79.99.232 

60.35.214.13241.249.33.213 

60.35.214.13260.35.214.132 

60.35.214.13261.0.133.7 

60.35.214.13264.95.58.153 

60.35.214.13267.188.180.68 

60.35.214.13276.210.63.46 

60.35.214.13281.104.221.110 

60.35.214.13281.105.34.234 

60.35.214.13282.237.12.170 

60.35.214.13282.36.169.65 

60.35.214.13284.73.28.203 

60.35.214.13286.56.70.25 

60.35.214.13287.9.141.78 

60.35.214.13288.166.244.240 

60.35.214.13289.133.156.162 

61.0.133.7114.48.75.138 

61.0.133.7124.125.200.215 

61.0.133.7124.173.211.167 

61.0.133.7149.149.162.34 

61.0.133.7193.200.95.69 

61.0.133.7211.135.92.117 

61.0.133.7216.63.104.50 

61.0.133.724.144.29.149 

61.0.133.724.211.77.19 

61.0.133.724.79.99.232 

61.0.133.741.249.33.213 

61.0.133.760.35.214.132 

61.0.133.761.0.133.7 

61.0.133.764.95.58.153 

61.0.133.767.188.180.68 

61.0.133.776.210.63.46 

61.0.133.781.104.221.110 

61.0.133.781.105.34.234 

61.0.133.782.237.12.170 
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61.0.133.782.36.169.65 

61.0.133.784.73.28.203 

61.0.133.786.56.70.25 

61.0.133.787.9.141.78 

61.0.133.788.166.244.240 

61.0.133.789.133.156.162 

64.95.58.153114.48.75.138 

64.95.58.153124.125.200.215 

64.95.58.153124.173.211.167 

64.95.58.153149.149.162.34 

64.95.58.153193.200.95.69 

64.95.58.153211.135.92.117 

64.95.58.153216.63.104.50 

64.95.58.15324.144.29.149 

64.95.58.15324.211.77.19 

64.95.58.15324.79.99.232 

64.95.58.15341.249.33.213 

64.95.58.15360.35.214.132 

64.95.58.15361.0.133.7 

64.95.58.15364.95.58.153 

64.95.58.15367.188.180.68 

64.95.58.15376.210.63.46 

64.95.58.15381.104.221.110 

64.95.58.15381.105.34.234 

64.95.58.15384.73.28.203 

64.95.58.15386.56.70.25 

64.95.58.15387.9.141.78 

64.95.58.15388.166.244.240 

64.95.58.15389.133.156.162 

67.188.180.68114.48.75.138 

67.188.180.68124.125.200.215 

67.188.180.68124.173.211.167 

67.188.180.68149.149.162.34 

67.188.180.68193.200.95.69 

67.188.180.68211.135.92.117 

67.188.180.68216.63.104.50 

67.188.180.6824.144.29.149 

67.188.180.6824.211.77.19 

67.188.180.6824.79.99.232 

67.188.180.6841.249.33.213 

67.188.180.6860.35.214.132 

67.188.180.6861.0.133.7 

67.188.180.6864.95.58.153 

67.188.180.6867.188.180.68 

67.188.180.6876.210.63.46 

67.188.180.6881.104.221.110 

67.188.180.6881.105.34.234 

67.188.180.6882.237.12.170 

67.188.180.6882.36.169.65 

67.188.180.6884.73.28.203 

67.188.180.6886.56.70.25 

67.188.180.6887.9.141.78 

67.188.180.6888.166.244.240 

67.188.180.6889.133.156.162 

76.210.63.46114.48.75.138 

76.210.63.46124.125.200.215 

76.210.63.46124.173.211.167 

 

l Malware Analysis  
l Forensics  
l Intrusion Detection  
l Incident Response  
l (888) 256­7425  
l Sales@netscty.com  

NSI Page 16 / 54

http://www.netscty.com/


Malicious DNS Queries, HTTP Traffic, and GET Commands, etc. - Count: 2156 Back To Top

76.210.63.46149.149.162.34 

76.210.63.46193.200.95.69 

76.210.63.46211.135.92.117 

76.210.63.46216.63.104.50 

76.210.63.4624.144.29.149 

76.210.63.4624.211.77.19 

76.210.63.4624.79.99.232 

76.210.63.4641.249.33.213 

76.210.63.4660.35.214.132 

76.210.63.4661.0.133.7 

76.210.63.4664.95.58.153 

76.210.63.4667.188.180.68 

76.210.63.4676.210.63.46 

76.210.63.4681.104.221.110 

76.210.63.4681.105.34.234 

76.210.63.4682.237.12.170 

76.210.63.4682.36.169.65 

76.210.63.4684.73.28.203 

76.210.63.4686.56.70.25 

76.210.63.4687.9.141.78 

76.210.63.4688.166.244.240 

76.210.63.4689.133.156.162 

81.104.221.110114.48.75.138 

81.104.221.110124.125.200.215 

81.104.221.110124.173.211.167 

81.104.221.110149.149.162.34 

81.104.221.110193.200.95.69 

81.104.221.110211.135.92.117 

81.104.221.110216.63.104.50 

81.104.221.11024.144.29.149 

81.104.221.11024.211.77.19 

81.104.221.11024.79.99.232 

81.104.221.11041.249.33.213 

81.104.221.11060.35.214.132 

81.104.221.11061.0.133.7 

81.104.221.11064.95.58.153 

81.104.221.11067.188.180.68 

81.104.221.11076.210.63.46 

81.104.221.11081.104.221.110 

81.104.221.11081.105.34.234 

81.104.221.11082.237.12.170 

81.104.221.11082.36.169.65 

81.104.221.11084.73.28.203 

81.104.221.11086.56.70.25 

81.104.221.11087.9.141.78 

81.104.221.11088.166.244.240 

81.104.221.11089.133.156.162 

81.105.34.234114.48.75.138 

81.105.34.234124.125.200.215 

81.105.34.234124.173.211.167 

81.105.34.234149.149.162.34 

81.105.34.234193.200.95.69 

81.105.34.234211.135.92.117 

81.105.34.234216.63.104.50 

81.105.34.23424.144.29.149 

81.105.34.23424.211.77.19 

81.105.34.23424.79.99.232 
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81.105.34.23441.249.33.213 

81.105.34.23460.35.214.132 

81.105.34.23461.0.133.7 

81.105.34.23464.95.58.153 

81.105.34.23467.188.180.68 

81.105.34.23476.210.63.46 

81.105.34.23481.104.221.110 

81.105.34.23481.105.34.234 

81.105.34.23482.237.12.170 

81.105.34.23482.36.169.65 

81.105.34.23484.73.28.203 

81.105.34.23486.56.70.25 

81.105.34.23487.9.141.78 

81.105.34.23488.166.244.240 

81.105.34.23489.133.156.162 

82.237.12.170114.48.75.138 

82.237.12.170124.173.211.167 

82.237.12.170149.149.162.34 

82.237.12.170193.200.95.69 

82.237.12.170211.135.92.117 

82.237.12.170216.63.104.50 

82.237.12.17024.211.77.19 

82.237.12.17024.79.99.232 

82.237.12.17041.249.33.213 

82.237.12.17060.35.214.132 

82.237.12.17061.0.133.7 

82.237.12.17067.188.180.68 

82.237.12.17076.210.63.46 

82.237.12.17081.104.221.110 

82.237.12.17081.105.34.234 

82.237.12.17082.237.12.170 

82.237.12.17082.36.169.65 

82.237.12.17086.56.70.25 

82.237.12.17087.9.141.78 

82.237.12.17088.166.244.240 

82.237.12.17089.133.156.162 

82.36.169.65114.48.75.138 

82.36.169.65124.173.211.167 

82.36.169.65149.149.162.34 

82.36.169.65193.200.95.69 

82.36.169.65211.135.92.117 

82.36.169.65216.63.104.50 

82.36.169.6524.79.99.232 

82.36.169.6541.249.33.213 

82.36.169.6560.35.214.132 

82.36.169.6561.0.133.7 

82.36.169.6567.188.180.68 

82.36.169.6576.210.63.46 

82.36.169.6581.104.221.110 

82.36.169.6581.105.34.234 

82.36.169.6582.237.12.170 

82.36.169.6582.36.169.65 

82.36.169.6586.56.70.25 

82.36.169.6587.9.141.78 

82.36.169.6588.166.244.240 

82.36.169.6589.133.156.162 

84.73.28.203114.48.75.138 
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84.73.28.203124.125.200.215 

84.73.28.203124.173.211.167 

84.73.28.203149.149.162.34 

84.73.28.203193.200.95.69 

84.73.28.203211.135.92.117 

84.73.28.203216.63.104.50 

84.73.28.20324.144.29.149 

84.73.28.20324.211.77.19 

84.73.28.20324.79.99.232 

84.73.28.20341.249.33.213 

84.73.28.20360.35.214.132 

84.73.28.20361.0.133.7 

84.73.28.20364.95.58.153 

84.73.28.20367.188.180.68 

84.73.28.20376.210.63.46 

84.73.28.20381.104.221.110 

84.73.28.20381.105.34.234 

84.73.28.20384.73.28.203 

84.73.28.20386.56.70.25 

84.73.28.20387.9.141.78 

84.73.28.20389.133.156.162 

86.56.70.25114.48.75.138 

86.56.70.25124.125.200.215 

86.56.70.25124.173.211.167 

86.56.70.25149.149.162.34 

86.56.70.25193.200.95.69 

86.56.70.25211.135.92.117 

86.56.70.25216.63.104.50 

86.56.70.2524.144.29.149 

86.56.70.2524.211.77.19 

86.56.70.2524.79.99.232 

86.56.70.2541.249.33.213 

86.56.70.2560.35.214.132 

86.56.70.2561.0.133.7 

86.56.70.2564.95.58.153 

86.56.70.2567.188.180.68 

86.56.70.2576.210.63.46 

86.56.70.2581.104.221.110 

86.56.70.2581.105.34.234 

86.56.70.2582.237.12.170 

86.56.70.2582.36.169.65 

86.56.70.2584.73.28.203 

86.56.70.2586.56.70.25 

86.56.70.2587.9.141.78 

86.56.70.2588.166.244.240 

86.56.70.2589.133.156.162 

87.9.141.78114.48.75.138 

87.9.141.78124.125.200.215 

87.9.141.78124.173.211.167 

87.9.141.78149.149.162.34 

87.9.141.78193.200.95.69 

87.9.141.78211.135.92.117 

87.9.141.78216.63.104.50 

87.9.141.7824.144.29.149 

87.9.141.7824.211.77.19 

87.9.141.7824.79.99.232 

87.9.141.7841.249.33.213 
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87.9.141.7860.35.214.132 

87.9.141.7861.0.133.7 

87.9.141.7864.95.58.153 

87.9.141.7867.188.180.68 

87.9.141.7876.210.63.46 

87.9.141.7881.104.221.110 

87.9.141.7881.105.34.234 

87.9.141.7882.237.12.170 

87.9.141.7882.36.169.65 

87.9.141.7884.73.28.203 

87.9.141.7886.56.70.25 

87.9.141.7887.9.141.78 

87.9.141.7888.166.244.240 

87.9.141.7889.133.156.162 

88.166.244.240114.48.75.138 

88.166.244.240124.173.211.167 

88.166.244.240149.149.162.34 

88.166.244.240193.200.95.69 

88.166.244.240211.135.92.117 

88.166.244.240216.63.104.50 

88.166.244.24024.211.77.19 

88.166.244.24024.79.99.232 

88.166.244.24041.249.33.213 

88.166.244.24060.35.214.132 

88.166.244.24061.0.133.7 

88.166.244.24064.95.58.153 

88.166.244.24067.188.180.68 

88.166.244.24076.210.63.46 

88.166.244.24081.104.221.110 

88.166.244.24081.105.34.234 

88.166.244.24082.237.12.170 

88.166.244.24082.36.169.65 

88.166.244.24086.56.70.25 

88.166.244.24087.9.141.78 

88.166.244.24088.166.244.240 

88.166.244.24089.133.156.162 

89.133.156.162114.48.75.138 

89.133.156.162124.173.211.167 

89.133.156.162149.149.162.34 

89.133.156.162193.200.95.69 

89.133.156.162211.135.92.117 

89.133.156.162216.63.104.50 

89.133.156.16224.144.29.149 

89.133.156.16224.211.77.19 

89.133.156.16224.79.99.232 

89.133.156.16241.249.33.213 

89.133.156.16260.35.214.132 

89.133.156.16261.0.133.7 

89.133.156.16264.95.58.153 

89.133.156.16267.188.180.68 

89.133.156.16276.210.63.46 

89.133.156.16281.104.221.110 

89.133.156.16281.105.34.234 

89.133.156.16282.237.12.170 

89.133.156.16282.36.169.65 

89.133.156.16284.73.28.203 

89.133.156.16286.56.70.25 
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89.133.156.16287.9.141.78 

89.133.156.16288.166.244.240 

89.133.156.16289.133.156.162 

114.48.75.138 

124.125.200.215 

124.173.211.167 

149.149.162.34 

193.200.95.69 

211.135.92.117 

216.63.104.50 

24.144.28.110 

24.144.29.149 

24.211.77.19 

24.79.99.232 

41.249.33.213 

61.0.133.7 

64.95.58.153 

67.188.180.68 

76.210.63.46 

81.104.221.110 

81.105.34.234 

84.73.28.203 

86.56.70.25 

87.9.141.78 
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Potentially Malicious Changes in System Registry File - Count: 3 

Data 

[system\ControlSet001\Enum\Root\LEGACY_RDPWD\0000\LogConf] 

[system\ControlSet001\Enum\Root\LEGACY_TDTCP\0000\LogConf] 

"ImagePath"="C:\\WINDOWS\\system32\\inertno.exe" 

Back To Top

Potentially Malicious Changes in Software Registry File - Count: 281 

Data 

"ScheduleId"="S-1-5-21-448539723-2000478354-725345543" 

00 

"LcnStartLocation"="1540223" 

"LcnEndLocation"="1742346" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\19693f50] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\19693f50\cc73547] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\19693f50\cc73547\20] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\19693f50\cc73547\20\InvertDependencies] 

"58052d2f\\26f5efb3\\b"="" 

"476b8f1d\\6afda123\\10"="" 

"4d8855e2\\598d9267\\d"="" 

"58052d2f\\26f5efb3\\b"="" 

"159a66b8\\b1a55bd\\18"="" 

"64be1fa4\\40088d2a\\17"="" 

"340dcf4c\\2e2a50d1\\16"="" 

"f3eb9d9\\6a9f89de\\15"="" 
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"57d4b1bf\\268e3c43\\14"="" 

"6f06001f\\c92e325\\13"="" 

"6eae2d34\\36586d98\\12"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"72522657\\14c2e55d\\1e"="" 

"476b8f1d\\6afda123\\10"="" 

"1c22df2f\\52628d2e\\11"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\27d9a480] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\27d9a480\69e57438] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\27d9a480\69e57438\19] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\27d9a480\69e57438\19\InvertDependencies] 

"4d8855e2\\598d9267\\d"="" 

"7b22525f\\19e52ce4\\c"="" 

"58052d2f\\26f5efb3\\b"="" 

"3c0e944b\\83b44cf\\a"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b1a4e4] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b1a4e4\1d99584f] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b1a4e4\1d99584f\1d] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b1a4e4\1d99584f\1d\InvertDependencies] 

"1c22df2f\\52628d2e\\11"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b351479] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b351479\69f02adf] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b351479\69f02adf\28] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2b351479\69f02adf\28\InvertDependencies] 

"7fe99dd6\\5c27cbda\\19"="" 

"72522657\\14c2e55d\\1e"="" 

"50a69a2e\\3255dcb4\\9"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2e829ffb] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2e829ffb\32742fa4] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2e829ffb\32742fa4\1a] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\2e829ffb\32742fa4\1a\InvertDependencies] 

"f3eb9d9\\6a9f89de\\15"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"58052d2f\\26f5efb3\\b"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\357ee49a] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\357ee49a\14ae5dfb] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\357ee49a\14ae5dfb\13] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\357ee49a\14ae5dfb\13\InvertDependencies] 

"109d7e79\\46399e7e\\e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a6a696d] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a6a696d\3469b773] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a6a696d\3469b773\1b] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a6a696d\3469b773\1b\InvertDependencies] 

"340dcf4c\\2e2a50d1\\16"="" 

"f3eb9d9\\6a9f89de\\15"="" 

"57d4b1bf\\268e3c43\\14"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a70aeff] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a70aeff\4f62dc72] 
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[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a70aeff\4f62dc72\14] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3a70aeff\4f62dc72\14\InvertDependencies] 

"4b235cde\\1c8f7763\\f"="" 

"57d4b1bf\\268e3c43\\14"="" 

"6eae2d34\\36586d98\\12"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3c9c8d7b] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3c9c8d7b\253a4b19] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3c9c8d7b\253a4b19\21] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\3c9c8d7b\253a4b19\21\InvertDependencies] 

"7fe99dd6\\5c27cbda\\19"="" 

"4b235cde\\1c8f7763\\f"="" 

"1c22df2f\\52628d2e\\11"="" 

"64be1fa4\\40088d2a\\17"="" 

"109d7e79\\46399e7e\\e"="" 

"57d4b1bf\\268e3c43\\14"="" 

"476b8f1d\\6afda123\\10"="" 

"159a66b8\\b1a55bd\\18"="" 

"340dcf4c\\2e2a50d1\\16"="" 

"6eae2d34\\36586d98\\12"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"72522657\\14c2e55d\\1e"="" 

"58052d2f\\26f5efb3\\b"="" 

"159a66b8\\b1a55bd\\18"="" 

"64be1fa4\\40088d2a\\17"="" 

"6f06001f\\c92e325\\13"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4f99a7c9] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4f99a7c9\14e3164a] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4f99a7c9\14e3164a\1e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4f99a7c9\14e3164a\1e\InvertDependencies] 

"1c22df2f\\52628d2e\\11"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4fd4b97d] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4fd4b97d\37876d53] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4fd4b97d\37876d53\27] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\4fd4b97d\37876d53\27\InvertDependencies] 

"7367db5c\\522fbc61\\20"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\5668366c] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\5668366c\1b9ff661] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\5668366c\1b9ff661\1f] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\5668366c\1b9ff661\1f\InvertDependencies] 

"58052d2f\\26f5efb3\\b"="" 

"3c0e944b\\83b44cf\\a"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\614f9804] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\614f9804\223e4f74] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\614f9804\223e4f74\12] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\614f9804\223e4f74\12\InvertDependencies] 

"4d8855e2\\598d9267\\d"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\6b98653e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\6b98653e\14c85e3e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\6b98653e\14c85e3e\15] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\6b98653e\14c85e3e\15\InvertDependencies] 

"476b8f1d\\6afda123\\10"="" 

"476b8f1d\\6afda123\\10"="" 

"58052d2f\\26f5efb3\\b"="" 

 

l Malware Analysis  
l Forensics  
l Intrusion Detection  
l Incident Response  
l (888) 256­7425  
l Sales@netscty.com  

NSI Page 50 / 54

http://www.netscty.com/


Potentially Malicious Changes in Software Registry File - Count: 281 Back To Top

"1c22df2f\\52628d2e\\11"="" 

"64be1fa4\\40088d2a\\17"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"6f06001f\\c92e325\\13"="" 

"57d4b1bf\\268e3c43\\14"="" 

"6eae2d34\\36586d98\\12"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"72522657\\14c2e55d\\1e"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"1afb76b9\\22908e3d\\1f"="" 

"476b8f1d\\6afda123\\10"="" 

"58052d2f\\26f5efb3\\b"="" 

"1c22df2f\\52628d2e\\11"="" 

"64be1fa4\\40088d2a\\17"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\f6e8397] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\f6e8397\746fdbb8] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\f6e8397\746fdbb8\1c] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\IL\f6e8397\746fdbb8\1c\InvertDependencies] 

"1c22df2f\\52628d2e\\11"="" 

"57d4b1bf\\268e3c43\\14"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\index1b] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\index1c] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\109d7e79] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\109d7e79\46399e7e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\109d7e79\46399e7e\e] 

"ConfigString"="ZAP--0000-0000" 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\159a66b8] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\159a66b8\b1a55bd] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\159a66b8\b1a55bd\18] 

"ConfigString"="ZAP--0000-0000" 

"50a69a2e\\3255dcb4\\9"="" 

"476b8f1d\\6afda123\\10"="" 

"4b235cde\\1c8f7763\\f"="" 

"109d7e79\\46399e7e\\e"="" 

"4d8855e2\\598d9267\\d"="" 

"7b22525f\\19e52ce4\\c"="" 

"58052d2f\\26f5efb3\\b"="" 

"3c0e944b\\83b44cf\\a"="" 

"1c22df2f\\52628d2e\\11"="" 

"159a66b8\\b1a55bd\\18"="" 

"64be1fa4\\40088d2a\\17"="" 

"340dcf4c\\2e2a50d1\\16"="" 

"f3eb9d9\\6a9f89de\\15"="" 

"57d4b1bf\\268e3c43\\14"="" 

"6f06001f\\c92e325\\13"="" 

"6eae2d34\\36586d98\\12"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"1afb76b9\\22908e3d\\1f"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1afb76b9] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1afb76b9\22908e3d] 
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[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1afb76b9\22908e3d\1f] 

"ConfigString"="ZAP--0000-0000" 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1c22df2f] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1c22df2f\52628d2e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\1c22df2f\52628d2e\11] 

"ConfigString"="ZAP--0000-0000" 

"476b8f1d\\6afda123\\10"="" 

"4d8855e2\\598d9267\\d"="" 

"58052d2f\\26f5efb3\\b"="" 

"3c0e944b\\83b44cf\\a"="" 

"1c22df2f\\52628d2e\\11"="" 

"159a66b8\\b1a55bd\\18"="" 

"64be1fa4\\40088d2a\\17"="" 

"340dcf4c\\2e2a50d1\\16"="" 

"f3eb9d9\\6a9f89de\\15"="" 

"57d4b1bf\\268e3c43\\14"="" 

"6f06001f\\c92e325\\13"="" 

"6eae2d34\\36586d98\\12"="" 

"7fe99dd6\\5c27cbda\\19"="" 

"7367db5c\\522fbc61\\20"="" 

"1afb76b9\\22908e3d\\1f"="" 

"72522657\\14c2e55d\\1e"="" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\340dcf4c] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\340dcf4c\2e2a50d1] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\340dcf4c\2e2a50d1\16] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\3c0e944b] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\3c0e944b\83b44cf] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\3c0e944b\83b44cf\a] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\476b8f1d] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\476b8f1d\6afda123] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\476b8f1d\6afda123\10] 

"ConfigString"="ZAP--0000-0000" 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4b235cde] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4b235cde\1c8f7763] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4b235cde\1c8f7763\f] 

"ConfigString"="ZAP--0000-0000" 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4d8855e2] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4d8855e2\598d9267] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\4d8855e2\598d9267\d] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\50a69a2e] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\50a69a2e\3255dcb4] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\50a69a2e\3255dcb4\9] 

"ConfigString"="ZAP--0000-0000" 

00 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\57d4b1bf] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\57d4b1bf\268e3c43] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\57d4b1bf\268e3c43\14] 

"ConfigString"="ZAP--0000-0000" 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\58052d2f] 
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[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\58052d2f\26f5efb3] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\58052d2f\26f5efb3\b] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\64be1fa4] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\64be1fa4\40088d2a] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\64be1fa4\40088d2a\17] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6eae2d34] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6eae2d34\36586d98] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6eae2d34\36586d98\12] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6f06001f] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6f06001f\c92e325] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\6f06001f\c92e325\13] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\72522657] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\72522657\14c2e55d] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\72522657\14c2e55d\1e] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7367db5c] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7367db5c\522fbc61] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7367db5c\522fbc61\20] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7b22525f] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7b22525f\19e52ce4] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7b22525f\19e52ce4\c] 

"ConfigString"="ZAP--0000-0000" 

00 

00 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7fe99dd6] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7fe99dd6\5c27cbda] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\7fe99dd6\5c27cbda\19] 

"ConfigString"="ZAP--0000-0000" 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\f3eb9d9] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\f3eb9d9\6a9f89de] 

[software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32\NI\f3eb9d9\6a9f89de\15] 

"ConfigString"="ZAP--0000-0000" 

Potentially Malicious Changes in SAM Registry File - Count: 4 

Data 

[SAM\SAM\Domains\Account\Users\000003F0] 

[SAM\SAM\Domains\Account\Users\Names\new1] 

@="?" 

[SAM\SAM\Domains\Builtin\Aliases\Members\S-1-5-21-448539723-2000478354-725345543\000003F0] 
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If your are interested in your own Sandbox, contact our sales staff @ 1-(888) 256-7425 | Email: sales@netscty.com 

This is an automated report provided free of charge, it was generated in part by a custom script and utilizes the following tools: 

l The Reusable Malware Analysis Net (Truman*) server  
l Norton Anti-Virus  
l Malwarebytes Anti-malware*  
l Sysinternals Tools  
l Ngrep  
l Tcpdump  
l Sed Editor  
l Awk  
l Volatile Systems Volatitlity Framework  
l SSdeep  
l MD5sum  
l MS Office  
l Adobe Acrobat  

If you would like a full forensic examination that would tell you more about how the malware was placed on the system and if additional malicious 
applications are still there please contact us. In some cases we can determine if data was exfiltrated, but data from your other network devices is 
sometimes necessary. (example: firewalls and IDS)  

Credits: 

l TRUMAN: Authored by Mr. Joe Stewart under the General Public License.  
l VirusTotal is a service developed by Hispasec Sistemas that analyzes suspicious files and URLs enabling the identification of viruses, 

worms, trojans and other kinds of malicious content detected by antivirus engines and web analysis toolbars.  
l Ngrep: Authored by Jordan Ritter Norton Anti Virus: Product of Symantec Corp.  
l Malwarebytes Anti-Malware, Product fo Malwarebytes Corporation Windows Sysinterals Tools, Sysinternals was created in 1996 by Mark 

Russinovich and Bryce Cogswell to host their advanced system utilities and technical information. Microsoft acquired Sysinternals in July, 
2006  

l Virus Total checks multiple AV products, here is a list of all the AV applications and versions they are currently using. If our report does not 
show an AV application above, it did not hit on the binary submitted.  

Potentially Malicious Changes in Default Registry File - Count: 5 

Data 

"AppData"="C:\\Documents and Settings\\NetworkService\\Application Data" 

"Favorites"="" 

"NetHood"="" 

"Start Menu"="" 

"Templates"="" 
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Potentially Malicious Changes in NTUSER.DAT File - Count: 4 

Data 

[NTUSER\Software\JavaSoft\Java Update\Policy\JavaFX] 

[NTUSER\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.pl] 

[NTUSER\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.pl\OpenWithProgids] 

"Perl"=hex(0): 
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